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Ready Business What Are The Costs?

Trepare. Plun, Stay Informed.

The following will give you an idea of what it may cost to develop a disaster protection and business
continuity plan. Some of what is recommended can be done at little or no cost. Use this fist to get
started and then consider what else can be done to protect your people and prepare your business.

No Cost

* Mset with your insurance provider to review curment coverage.

*» Creats procedures to quickly evacttate and shelterin-place. Practice the plans.

» Talk to your peopie about the company’s disaster plans. Two-way commuriication is certral before, during and after a disaster.

+ Create an emergency contact list, indude smployee emergency contact information,

° Create a listof aitical business contractors and others whom you will use in an emergsncy.

* Know what kinds of emergendies might affect your company both intemally and extemally.

* Decide in advance what you will do if your building is unusable.

* Creats a list of inventory and equinment, induding computer hardware, software and peripherals, for insurance purposes.

* Talk to utility service providers about potential atematives and identify back-up options.

* Promote family and incividiual preparedness among your co-workers. Indude emeigency preparsdness information duwring staff
mestings, in newsletters, on company infranet, periadic employes emails and other intemal communications tools.

Under $500

¢ Buy a fire extinguisher and smole akm.

* Decide which emergency supplies the company can feasibly provide, if any, and talk to your co-workers about what supplies
inclividuals might want #o consider keeping in a personal and portable supply kit

* Setup a telephone call ree, password-otected page on the company website, an email alert or a caliin voce recording to
communicate with employees in an emergency.

* Provide first aid and CPR training to key co-workers.

* Use and keep up-to-date computer ant-virus software and firewalis.

* Afiach equipment and cabinets to walls or other stable equipment. Place heavy or breakable objects on fow shelves.

¢ Flovate valuabla inventory and electric machinery off the floor in case of flooding.

* |f applicable, make sure your building's HVAC system is working properly and well-maintained.

* Back up your records and crifical data. Keep a copy offsite.

More than $500

* Considar addiional insurance such as business interruption, flood or earthuake.

¢ Purchase, install and pre-wire a generator fo the building's essential electrical cirouits. Provide for other Liilily altematives and
back-up options.

* Install automatic sprinker systems, fire hoses and fire-resistant doors and walls.

* Make sure your buiding meets standards and codes. Consider a professional engineer to evaluate the wind, fire or seisimic
resistance of your building.

* Considar a secuiity professional © evaluate and/or creats your disaster preparedness and business continuity plan.

* Upgrade your building's HVAC system to secure outdoor alr infakes and increase fiter efficiency.

= Send safefy and key emergency response employees o frainings of confarences,

* Provide a large group of employees with first aid and CPR training.
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Business

Frroppase, Phos Stay informed,

Emergency Planning For Employees

Your employees and co-workers are your business’s most imporiant and vatuable asset. T here are some precedures you can put in place
before a disaster, but you should also Jearn about what people need to recover after a disaster. It is possible that your staff will need time to

ensure the well-being of their family members, but getting back to work is important to the personat recovery of people who have

experienced disasters. It is important to re-establish routines, when possible.

1. Two-way communication is central before, during and after a disaster.

Include emergency preparcduess information in newsletters, on company intranet, periodic employee emails and other
internal communications tools.

Consider setting up a telephone calling tree, a password-protected page on the company website, an cmail alert or a call-in
voice recording lo commuricate with empleyees in an cmergency.

Designate an out-of-town phone nunber where employees ean [eave an "I'm Okay" message ina calastrophic disaster.
Provide all co-workers with wallet cards detailing instructions on how to get company information in an emergency situation.
Include tetephone numbers or Infernet passwords for casy reference.

Maintain open communications where co-workers are free fo bring queslions and concerns to company leadership.

Ensure you have established staff members who are responsible for communicating regularly to employees,

2. Talk to co-workers with disabilities. If you have employees with disabilities ask about what assistance is needed. People with

disabilities typically know what assistance they will need in an cmergency.

Identify co-werkers in your organization with special needs.

Engage people with disabilities in cmergency planning.

Ask about communications difficulties, physical limitations, equipment instructions and medication procedures.

Tdentify people willing to help co-workers with disabilities and be sure they are able to handle the job, This is particularty
important if somcone needs to be lifted or carried.

Plan how you wilf afert people who cannot kear an alarm or instructions.

3. Frequently review and practice what you intend to do during and after an emergency with drills angd exercises.

http://www ready.gov/business/plan/emerplanning. html 9/16/2008




Rea.d Business

Prepare. Plau. Stay Tnformed,

Sample Emergency Plan

Sample Business Continuity and Disaster Preparedness Plan

O3 PLAN TO STAY IN BUSINESS

Business Name

Address

City, State

Telephone Number

The following person is our primary crisis manager
and will serve as the company spokesperson in an
emergency.

Primary Emergency Contact

Telephone Number

Alternative Number

F-mail

[ EMERGENCY CONTAGT INFORMATION

Dial 9-1-1 in an Emergency

Non-Emergency Police/Fire

Insurance Provider

If this location is not accessible we will operate
from location below:

Business Name

Address

City, State

Telephone Number

If the person is unable to manage the crisis, the
person below will succeed in management:

Secondary Emergency Confact

Telephone Number

Alternative Number

BE-mail




Rea,d Business

Prepare. Thao. Stay Toformed

Sample Emergency Plan

Sample Business Continuity and Disaster Preparedness Plan (cont'd)

7 BE INFORMED

The following natural and man-made disasters could impact our business.

[= I~ = o]

1 EMERGENCY PLANNING TEAM

The following people will participate in emergency planning and crisis management.

0 OO0

1 WE PLAN TO COORDINATE WITH DTHERS
The following people from neighboring businesses and our building management will
participate on our emergency planning team.
0

o
0
0
]

] GUR CRITICAL OPERATIONS

The following is a prioritized list of our critical operations, siaff and procedures we need to
recover from a disaster.

Operation Staff in Charge Action Plan




Ready Business Sample Emergency Plan |

Prepare. Plan, Stay Informed, ]

Sample Business Continuity and Disaster Preparedness Plan (cont'd) !
0 SUPPLIERS AND CONTRACTORS

Company Name:
Street Address: 2
City: State: Zip Code: i
Phone: Fax: E-Mail: 1
Contact Name: Account Number:
Materials/Service Provided: -
If this company experiences a disaster, we will obtain supplies/materials from the following: i
Company Name:
Street Address: L
City: State: Zip Code: i
Phone: Fax: E-Mail:
Contact Name: Account Number: L
Materials/Service Provided: :
If this company experiences a disaster, we will obtain supplies/materials from the following:
Company Name: -
Street Address: :
City: State: Zip Caode: A
Phone: Fax: E-Mail:
Contact Name: Account Number:
Materials/Service Provided:




Ready Business

Prepare. Plan. Stay Tnformed,

Sample Emergency Plan

Sample Business Continuity and Disaster Preparedness Plan (cont'd)

O SHELTER-IN-PLACE PLAN FOR LOCATION
{Insert address)

o We have talked to co-workers about which emergency supplies, if any, the company
will provide in the shelter location and which supplies individuals might consider
keeping in a portable kit personalized for individual needs.

o We will practice shelter procedures _ times a year.

If we must take shelter quickly

1. Warning System:

We will test the waming system and record resulis times a year.

2. Storm Shelter Location:

3. "Seal the Room" Shelter Location:

4. Shelter Manager & Alternate:

a. Responsibilities Include;

5. Shut Down Manager & Alternate:

a. Responsibilities Include:

6. is responsible for issuing all clear.




Read Business

Prepare. Flan, Sy Taformaed.

Sample Emergency Plan

Sample Business Continuity and Disaster Preparedness Plan (cont'd)

O COMMUNICATIONS

We will communicate our emergency plans with co-workers in the following way:

In the event of a disaster we will communicate with employees in the following way:

1 CYBER SECURITY

To protect our computer hardware, we will:

To protect our computer software, we will:

If our computers are destroyed, we will use back-up computers at the following location:

RECORDS BACK-UP
is responsible for backing up our critical records including
payroll and accounting systems.

Back-up records including a copy of this plan, site maps, insurance policies, bank account
records and computer back ups are stored onsite

Another set of back-up records is stored at the following off-site location:

If our accounting and payroll records are destroyed, we will provide for continuity in the
following ways:




Read Business

Prepare. Pl Stay Informed.

Sample Emergency Plan

Sample Business Continuity and Disaster Preparedness Plan (cont'd)

[ EMPLOYEE EMERGENCY CONTAGT INFORMATION

The following is a list of our co-workers and their individual emergency contact information:

1 ANNUAL REVIEW

We will review and update this business continuity and disaster plan in




ReadyBusiness

Prepave, Man. Stay Informed.

Emergency Supplies

Emergency Supplies

Talk to your co-workers about what emergency supplies the company can feasibly
provide, if any, and which ones individuals should consider keeping on hand.
Recommended emergency supplies include the following:

Water, amounts for portable kits will vary. Individuals should determine
what amount they are able to both store comfortably and to fransport to
other locations. If it is feasible, store one gallon of water per person per
day, for drinking and sanitation

O

Food, at least a three-day supply of non-perishable food

Battery-powered radio and extra batteries

Flashlight and extra batteries
First Aid kit
Whistle to signal for help

Dust or filter masks, readily available in hardware stores, which are
rated based on how small a particle they filter

O 0O |agooid

Moist towelettes for sanitation

Wrench or pliers to turn off utilities

Can opener for food (if kit contains canned food)

Plastic sheeting and duct tape tc "seal the room”

OO 0d

Garbage bags and plastic ties for personal sanitation




Ready Business Insurance Discussion Form

Prepare. Plan. Siay Infonmed.

Open for Business Worksheet
Insurance Coverage Discussion Form

Use this form to discuss your tusupance coverdge with your agent. Having adequate coverage now will
help you recover more rapidly from a catastrophe,

Insurance Agent:

Address:
Phone: Fax: Email:
INSURANCE POLICY INFORMATION
Type of Insurance Policy No. Deductibles Policy Limits Coverage
(General Description)

Do vou need Flood Insurance? cha No Q
Do you nieed Earthguake Insurance? ves [ No 7]
Do you need Business Income and Extra Expense Insurance? Yes E No E

Other disaster-related instirance guestions:




